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In order to access the Case Management System (CMS) and to sign documents, users need to equip
themselves with both a client authentication (hard device: smart card or USB stick) and a qualified
electronic signature certificates (hard device or software).

This document aims to help users to get information regarding suitable service providers.

Please find below, the technical requirements for users” authentication and qualified electronic
signature on the CMS:

1. Provider of authentication certificate and qualified electronic signature must be a “Qualified
Trust Service Provider”, meaning listed in the EU Trusted List;

2. The authentication certificate must have the following technical characteristics, as can be
viewed when validating the certificate:

a. Inthe field “Key usages”, users must see the following criteria: “Digital Signature” (or, in
the field "Enhanced Key usages" the criteria "ClientAuth");

b. The field “Trust Anchor” must be present and the displayed provider name must be part
of the EU Trusted List;

c. The authentication certificate must be stored on a hard device that can be inserted into
the computer such as smart card or USB stick.

3. The qualified electronic signature provider must deliver a certificate that contains the ”"Key
usage” extension “Non-Repudiation”.

Please contact a certified provider for more guidance, as needed.

Important to know:

e ONLY the authentication certificate must be stored on a physical device.

e The qualified electronic signature certificate could also be stored on a physical device (card or
USB stick), but this is not mandatory.

e These certificates can be acquired by EU Citizens as well as non-EU citizens, from a Qualified
Trusted Service Provider.

Service providers may also have additional services that facilitate the delivery and the identification of
users, such as:

4. Some providers deliver certificates to other countries. This can be useful for users who cannot
find a compliant provider with UPC requirements in their country of residence.
5. Some providers offer to use “online identification” (like video conferencing), so in-person

identification is not mandatory to obtain the required devices and certificates.
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These services (4 and 5), are not mandatory criteria for the selection of an authentication certificate and
qualified electronic signature certificate of a service provider, but they can be useful if there is no available
compliant provider in user’s country.

Table of providers:

e Column “Client Authentication”, shows the provider who are compliant with the authentication
of UPC requirements.

e Column “Qualified electronic signature”, shows the provider who are compliant with the
electronic signature certificate of UPC requirements.

e Column “Cross border”, shows the provider who deliver certificates to other countries.

e Column “Online identification”, shows the provider who offer to use “online identification” (like
video conferencing).
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No information at the publication date

For more information regarding the CMS authentication and qualified electronic signature,
please consult our FAQs:
https://www.unified-patent-court.org/en/faq/cms-strong-authentication
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